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Summary

This RFC is one of a pair that defines and di scusses the requirenents
for Internet host software. This RFC covers the application and
support protocols; its compani on RFC- 1122 covers the comuni cation
protocol layers: link layer, IP layer, and transport |ayer
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1.

| NTRODUCTI ON

This docunent is one of a pair that defines and di scusses the
requirements for host systeminpl enentations of the Internet protocol
suite. This RFC covers the applications |ayer and support protocols.
Its conmpani on RFC, "Requirenments for Internet Hosts -- Commrunications
Layers" [INTRO 1] covers the |lower |ayer protocols: transport |ayer,

| P layer, and link |ayer.

These docunents are intended to provide gui dance for vendors,

i npl enentors, and users of |Internet communi cation software. They
represent the consensus of a |arge body of technical experience and
wi sdom contributed by nenbers of the Internet research and vendor
conmuni ti es.

This RFC enunerates standard protocols that a host connected to the
Internet nust use, and it incorporates by reference the RFCs and

ot her docunents describing the current specifications for these
protocols. It corrects errors in the referenced docunents and adds
addi ti onal discussion and gui dance for an inpl enentor.

For each protocol, this docunent also contains an explicit set of
requi renments, recommendations, and options. The reader nust
understand that the list of requirenments in this docunent is
inconplete by itself; the conplete set of requirenments for an
Internet host is primarily defined in the standard protocol

speci fication docunents, with the corrections, anendnents, and
suppl ements contained in this RFC

A good-faith inplenentation of the protocols that was produced after
careful reading of the RFC s and with sonme interaction with the
Internet technical community, and that followed good comruni cations
sof tware engi neering practices, should differ fromthe requirenents
of this docunent in only mnor ways. Thus, in many cases, the
"requirenments" in this RFC are already stated or inplied in the
standard protocol docunents, so that their inclusion hereis, in a
sense, redundant. However, they were included because sonme past

i npl erent ati on has nade the wong choice, causing problens of

i nteroperability, performance, and/or robustness.

Thi s docunent includes discussion and expl anati on of many of the
requi rements and reconmendations. A sinple list of requirenents
woul d be dangerous, because:

o] Some required features are nore inportant than others, and sone
features are optional

o] There may be valid reasons why particul ar vendor products that
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are designed for restricted contexts m ght choose to use
di fferent specifications.

However, the specifications of this docunent nust be followed to neet
t he general goal of arbitrary host interoperation across the
diversity and conplexity of the Internet system Although nost
current inplenentations fail to neet these requirenents in various
ways, sone ninor and sone major, this specification is the ideal
towards which we need to nove

These requirenents are based on the current |evel of Internet

architecture. This docunent will be updated as required to provide
additional clarifications or to include additional information in
those areas in which specifications are still evolving.

This introductory section begins with general advice to host software
vendors, and then gives sone gui dance on reading the rest of the
docunent. Section 2 contains general requirenments that nmay be
applicable to all application and support protocols. Sections 3, 4,
and 5 contain the requirenents on protocols for the three major
applications: Telnet, file transfer, and el ectronic nail

respectively. Section 6 covers the support applications: the donmain
name system systeminitialization, and nmanagenent. Finally, al
references will be found in Section 7.

1.1 The Internet Architecture

For a brief introduction to the Internet architecture froma host
vi ewpoi nt, see Section 1.1 of [INTRO 1]. That section also
contai ns recommended references for general background on the
Internet architecture.

1.2 Ceneral Considerations

There are two inportant |essons that vendors of Internet host
sof tware have | earned and which a new vendor shoul d consi der
seriously.

1.2.1 Continuing Internet Evolution

The enornmous growth of the Internet has reveal ed probl ens of
managenent and scaling in a | arge datagram based packet

comuni cati on system These probl ens are being addressed, and
as a result there will be continuing evolution of the

speci fications described in this docunment. These changes w ||
be carefully planned and controlled, since there is extensive
participation in this planning by the vendors and by the
organi zati ons responsi bl e for operations of the networks.

I nternet Engi neering Task Force [ Page 6]



RFC1123

| NTRODUCTI ON Oct ober 1989

Devel opnment, evolution, and revision are characteristic of
computer network protocols today, and this situation wll
persist for sone years. A vendor who devel ops conputer

conmuni cation software for the Internet protocol suite (or any
ot her protocol suite!) and then fails to maintain and update
that software for changing specifications is going to | eave a
trail of unhappy custoners. The Internet is a |arge

conmuni cati on network, and the users are in constant contact
through it. Experience has shown that know edge of
deficiencies in vendor software propagates quickly through the
Internet technical comunity.

1.2.2 Robustness Principle

At every layer of the protocols, there is a general rule whose
application can | ead to enornmous benefits in robustness and
i nteroperability:

"Be liberal in what you accept, and
conservative in what you send"

Sof tware should be witten to deal with every conceivabl e
error, no matter how unlikely; sooner or later a packet wll
come in with that particul ar conbination of errors and

attri butes, and unless the software is prepared, chaos can

ensue. In general, it is best to assunme that the network is
filled with mal evolent entities that will send in packets
desi gned to have the worst possible effect. This assunption
will lead to suitable protective design, although the nost

serious problenms in the Internet have been caused by
unenvi saged nechani snms triggered by | ow probability events;
nmere hurman malice woul d never have taken so devious a course!

Adaptability to change nust be designed into all |evels of
Internet host software. As a sinple exanple, consider a
protocol specification that contains an enuneration of val ues
for a particular header field -- e.g., a type field, a port
nunber, or an error code; this enuneration nust be assuned to
be inconplete. Thus, if a protocol specification defines four
possi bl e error codes, the software nust not break when a fifth
code shows up. An undefined code might be | ogged (see bel ow),
but it nmust not cause a failure.

The second part of the principle is alnpst as inportant:
software on other hosts may contain deficiencies that nake it
unwi se to exploit |legal but obscure protocol features. It is
unwi se to stray far fromthe obvious and sinple, |est untoward
effects result elsewhere. A corollary of this is "watch out
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for m sbehavi ng hosts"; host software should be prepared, not

just to survive other msbehaving hosts, but also to cooperate
to linmt the amount of disruption such hosts can cause to the

shared communi cation facility.

1.2.3 Error Logging

The Internet includes a great variety of host and gateway
systens, each inplenmenting many protocols and protocol |ayers,
and sonme of these contain bugs and ms-features in their
Internet protocol software. As a result of conplexity,

di versity, and distribution of function, the diagnosis of user
problenms is often very difficult.

Probl em di agnosis will be aided if host inplenentations include
a carefully designed facility for |ogging erroneous or
"strange" protocol events. It is inportant to include as nuch
di agnostic informati on as possi ble when an error is logged. In

particular, it is often useful to record the header(s) of a
packet that caused an error. However, care nust be taken to
ensure that error |ogging does not consune prohibitive amounts
of resources or otherwise interfere with the operation of the
host .

There is a tendency for abnorrmal but harm ess protocol events
to overflow error logging files; this can be avoided by using a
"circular" log, or by enabling | ogging only while diagnosing a
known failure. It may be useful to filter and count duplicate
successi ve nessages. One strategy that seenms to work well is:
(1) always count abnormalities and make such counts accessible
t hrough the managenent protocol (see Section 6.3); and (2)
allow the |l ogging of a great variety of events to be

sel ectively enabled. For exanple, it might useful to be able
to "log everything" or to "log everything for host X'.

Note that different managenents nay have differing policies
about the ampbunt of error |ogging that they want normally
enabled in a host. Sone will say, "if it doesn’t hurt ne, |
don't want to know about it", while others will want to take a
nmore wat chful and aggressive attitude about detecting and
renmovi ng protocol abnormalities.

1.2.4 Configuration

It would be ideal if a host inplenentation of the Internet
protocol suite could be entirely self-configuring. This would
all ow the whole suite to be inplenented in ROM or cast into
silicon, it would sinplify diskless workstations, and it would
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be an i mense boon to harried LAN adninistrators as well as
system vendors. W have not reached this ideal; in fact, we
are not even cl ose.

At many points in this docunent, you will find a requirenent
that a paraneter be a configurable option. There are severa
di fferent reasons behind such requirenents. In a few cases,
there is current uncertainty or disagreenment about the best
value, and it may be necessary to update the recomended val ue
in the future. |In other cases, the value really depends on
external factors -- e.g., the size of the host and the
distribution of its conmunication |oad, or the speeds and

t opol ogy of nearby networks -- and self-tuning algorithns are
unavail abl e and may be insufficient. |In sone cases,
configurability is needed because of adm nistrative
requirenments.

Finally, sonme configuration options are required to comunicate
with obsolete or incorrect inplenentations of the protocols,

di stributed wthout sources, that unfortunately persist in many
parts of the Internet. To nmake correct systems coexist with
these faulty systens, adninistrators often have to "nis-
configure" the correct systenms. This problemw Il correct
itself gradually as the faulty systens are retired, but it
cannot be ignored by vendors.

When we say that a paraneter nmust be configurable, we do not
intend to require that its value be explicitly read froma
configuration file at every boot tinme. W recomend that

i npl ementors set up a default for each paranmeter, so a
configuration file is only necessary to override those defaults
that are inappropriate in a particular installation. Thus, the
configurability requirement is an assurance that it wll be
POSSI BLE to override the default when necessary, even in a

bi nary-only or ROW based product.

Thi s docunent requires a particular value for such defaults in
sone cases. The choice of default is a sensitive issue when
the configuration itemcontrols the accommpdati on to existing
faulty systens. |If the Internet is to converge successfully to
conplete interoperability, the default values built into

i npl erentations nust inplenment the official protocol, not

"m s-configurations" to accommbpdate faulty inplenentations.

Al t hough marketing considerations have | ed sone vendors to
choose m s-configuration defaults, we urge vendors to choose
defaults that will conformto the standard.

Finally, we note that a vendor needs to provi de adequate
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docunentation on all configuration paraneters, their linmts and
ef fects.

1.3 Reading this Docunent

1.3.1 Oganization

In general, each major section is organized into the follow ng
subsecti ons:

(1) Introduction

(2) Protocol Wal k-Through -- considers the protoco
speci fication docunents section-by-section, correcting
errors, stating requirenments that may be anbi guous or
ill-defined, and providing further clarification or
expl anati on.

(3) Specific Issues -- discusses protocol design and
i mpl ementation i ssues that were not included in the wal k-
t hr ough.

(4) Interfaces -- discusses the service interface to the next
hi gher | ayer.

(5) Summary -- contains a summary of the requirenments of the
secti on.

Under many of the individual topics in this docunment, there is
parent hetical material |abeled "D SCUSSI ON' or

"I MPLEMENTATION'. This material is intended to give
clarification and explanation of the preceding requirenents
text. It also includes sone suggestions on possible future
directions or devel opnents. The inplenmentation materi al
cont ai ns suggested approaches that an inplenentor nay want to
consi der.

The summary sections are intended to be guides and i ndexes to
the text, but are necessarily cryptic and inconplete. The
sunmari es shoul d never be used or referenced separately from
the conpl ete RFC

1.3.2 Requirenents

In this docunent, the words that are used to define the
significance of each particular requirenent are capitalized.
These words are:
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* " MUST"

This word or the adjective "REQU RED' neans that the item
is an absolute requirenent of the specification.

* " SHOULD'

This word or the adjective "RECOUWENDED' neans that there
may exist valid reasons in particular circunstances to
ignore this item but the full inplications should be
understood and the case carefully wei ghed before choosing
a different course.

* " VAY"

This word or the adjective "OPTIONAL" neans that this item
is truly optional. One vendor may choose to include the
item because a particul ar marketplace requires it or
because it enhances the product, for exanple; another
vendor nmay onmit the sane item

An inmplenmentation is not conpliant if it fails to satisfy one
or nore of the MJUST requirenents for the protocols it

i mpl enents.  An inplenmentation that satisfies all the MJST and
all the SHOULD requirenents for its protocols is said to be
"unconditionally conpliant”; one that satisfies all the MJST
requirenents but not all the SHOULD requirenents for its
protocols is said to be "conditionally compliant”.

1.3.3 Term nol ogy

Thi s docunent uses the follow ng technical terns:

Segnent
A segnent is the unit of end-to-end transnission in the
TCP protocol. A segnent consists of a TCP header foll owed

by application data. A segnent is transnitted by
encapsul ation in an | P datagram

Message
This termis used by some application |layer protocols
(particularly SMIP) for an application data unit.

Dat agr am

A [UDP] datagramis the unit of end-to-end transmission in
the UDP protocol
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Mul ti homed
A host is said to be nultihomed if it has multiple IP
addresses to connected networKks.
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2. CENERAL | SSUES

This section contains general requirenents that nmay be applicable to
all application-layer protocols.

2.1 Host Nanes and Nunbers

The syntax of a legal Internet host name was specified in RFC 952
[DNS: 4]. One aspect of host name syntax is hereby changed: the
restriction on the first character is relaxed to allow either a
letter or a digit. Host software MJIST support this nore |ibera
synt ax.

Host software MJUST handl e host names of up to 63 characters and
SHOULD handl e host names of up to 255 characters.

Whenever a user inputs the identity of an Internet host, it SHOULD
be possible to enter either (1) a host domain nane or (2) an IP
address in dotted-decimal ("#. # # #") form The host SHOULD check
the string syntactically for a dotted-deci mal nunber before
looking it up in the Domain Nanme System

DI SCUSSI ON
This last requirenent is not intended to specify the conplete
syntactic formfor entering a dotted-deci mal host nunber;
that is considered to be a user-interface issue. For
exanpl e, a dotted-deci mal nunber nust be encl osed within
"[ 1" brackets for SMIP mail (see Section 5.2.17). This
notati on coul d be made universal within a host system
sinplifying the syntactic checking for a dotted-decinal
nunber .

If a dotted-deci mal nunmber can be entered w thout such
identifying delimters, then a full syntactic check nust be
made, because a segnent of a host domain nanme is now al |l owed
to begin with a digit and could legally be entirely nuneric
(see Section 6.1.2.4). However, a valid host nane can never
have the dotted-decimal form#. # #.#, since at |east the

hi ghest - | evel conponent |abel will be al phabetic.

2.2 Using Dormain Nane Service

Host domai n nanes MJST be translated to | P addresses as descri bed
in Section 6.1.

Appl i cations using domain name services MJST be able to cope with

soft error conditions. Applications MIUST wait a reasonabl e
i nterval between successive retries due to a soft error, and MJST

I nternet Engi neering Task Force [ Page 13]



RFC1123 APPL| CATI ONS LAYER -- GENERAL COct ober 1989

allow for the possibility that network problems nay deny service
for hours or even days.

An application SHOULD NOT rely on the ability to |l ocate a WS
record containing an accurate listing of all services at a
particul ar host address, since the WVKS RR type is not often used
by Internet sites. To confirmthat a service is present, sinply
attenpt to use it.

2.3 Applications on Miultihoned hosts

When the renote host is multihomed, the nane-to-address
translation will return a list of alternative |P addresses. As
specified in Section 6.1.3.4, this list should be in order of
decreasi ng preference. Application protocol inplenentations
SHOULD be prepared to try rmultiple addresses fromthe list unti
success is obtained. Mre specific requirenents for SMIP are
given in Section 5.3.4.

When the local host is multihoned, a UDP-based request/response
application SHOULD send the response with an | P source address
that is the sanme as the specific destination address of the UDP
request datagram The "specific destination address" is defined
in the "I P Addressing" section of the conpanion RFC [INTRO 1].

Simlarly, a server application that opens rmultiple TCP
connections to the sane client SHOULD use the sane local |IP
address for all.

2.4 Type-of-Service

Applications MJUST sel ect appropriate TOS val ues when they invoke
transport |ayer services, and these values MJST be confi gurable.
Note that a TOS value contains 5 bits, of which only the nost-
significant 3 bits are currently defined; the other two bits MJST
be zero.

DI SCUSSI ON:
As gateway al gorithms are devel oped to inplenment Type-of -
Service, the reconmended val ues for various application
protocols nay change. In addition, it is |likely that
particul ar conbi nati ons of users and Internet paths will want
non-standard TOS val ues. For these reasons, the TOS val ues
must be confi gurabl e.

See the | atest version of the "Assigned Nunmbers" RFC

[INTRO 5] for the recommended TOS val ues for the nmjor
appl i cation protocols.
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2.5 CENERAL APPLI CATI ON REQUI REMENTS SUMVARY
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3. REMOTE LOG N -- TELNET PROTOCCL
3.1 | NTRODUCTI ON

Telnet is the standard Internet application protocol for renote
login. It provides the encoding rules to link a user’s
keyboard/ di splay on a client ("user") systemw th a comand
interpreter on a renote server system A subset of the Tel net
protocol is also incorporated within other application protocols,
e.g., FTP and SMIP

Tel net uses a single TCP connection, and its nornmal data stream
("Network Virtual Terminal"™ or "NVT" node) is 7-bit ASCII with
escape sequences to enbed control functions. Telnet also allows
the negotiation of many optional nodes and functions.

The primary Tel net specification is to be found in RFC 854
[ TELNET: 1], while the options are defined in many ot her RFCs; see
Section 7 for references.

3.2 PROTOCOL WALK- THROUGH
3.2.1 Option Negotiation: RFC-854, pp. 2-3

Every Tel net inplenmentati on MJST include option negotiation and
subnegoti ati on nmachi nery [ TELNET: 2].

A host MUST carefully follow the rules of RFC-854 to avoid
option-negotiation | oops. A host MJIST refuse (i.e, reply
WONT/ DONT to a DO WLL) an unsupported option. Option
negoti ati on SHOULD continue to function (even if all requests
are refused) throughout the lifetime of a Tel net connecti on.

If all option negotiations fail, a Telnet inplenentation MJST
default to, and support, an NVT.

DI SCUSSI ON
Even though nore sophisticated "term nal s" and supporting
option negotiations are beconing the norm all
i mpl ement ati ons nmust be prepared to support an NVT for any
user-server conmuni cati on.

3.2.2 Telnet Go-Ahead Function: RFC-854, p. 5, and RFC- 858
On a host that never sends the Tel net cormmand Go Ahead (GA),
the Tel net Server MJST attenpt to negotiate the Suppress o

Ahead option (i.e., send "WLL Suppress Go Ahead"). A User or
Server Telnet MJUST al ways accept negotiation of the Suppress Go
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Ahead opti on.

When it is driving a full-duplex term nal for which GA has no
meani ng, a User Tel net inplenentation MAY ignore GA conmmands.

DI SCUSSI ON
Hal f - dupl ex ("l ocked-keyboard") line-at-a-tinme termnals
for which the Go- Ahead nmechani sm was desi gned have | argely
di sappeared fromthe scene. It turned out to be difficult
to inpl ement sending the Go-Ahead signal in nmany operating
systens, even sone systens that support native half-dupl ex
termnals. The difficulty is typically that the Tel net
server code does not have access to infornation about
whet her the user process is bl ocked awaiting input from
the Tel net connection, i.e., it cannot reliably determ ne
when to send a GA command. Therefore, nost Tel net Server
hosts do not send GA conmands.

The effect of the rules in this sectionis to allow either
end of a Telnet connection to veto the use of GA conmands.

There is a class of half-duplex ternminals that is still
commercially inportant: "data entry termnals,"” which
interact in a full-screen manner. However, supporting
data entry term nals using the Tel net protocol does not
require the Go Ahead signal; see Section 3.3.2.

3.2.3 Control Functions: RFC- 854, pp. 7-8

The list of Tel net conmands has been extended to include EOR
(End- of - Record), with code 239 [ TELNET: 9].

Bot h User and Server Telnets MAY support the control functions
ECR, EC, EL, and Break, and MJST support AQO, AYT, DM |P, NOP
SB, and SE

A host MUST be able to receive and ignore any Tel net control
functions that it does not support.

DI SCUSSI ON:
Note that a Server Telnet is required to support the
Telnet IP (Interrupt Process) function, even if the server
host has an equival ent in-streamfunction (e.g., Control-C
in many systens). The Telnet IP function may be stronger
than an in-streaminterrupt conmand, because of the out-
of -band effect of TCP urgent data.

The EOR control function may be used to delinmit the
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stream An inportant application is data entry termna
support (see Section 3.3.2). There was concern that since
EOR had not been defined in RFC-854, a host that was not
prepared to correctly ignore unknown Tel net conmands m ght
crash if it received an EOR. To protect such hosts, the
End- of - Record option [ TELNET: 9] was introduced; however, a
properly inplenented Telnet programw ||l not require this
protection.

3.2.4 Telnet "Synch" Signal: RFC 854, pp. 8-10

When it receives "urgent" TCP data, a User or Server Tel net
MUST discard all data except Tel net conmands until the DM (and
end of urgent) is reached.

When it sends Telnet IP (Interrupt Process), a User Tel net
SHOULD follow it by the Telnet "Synch" sequence, i.e., send as
TCP urgent data the sequence "IAC IP IAC DM'. The TCP urgent
poi nter points to the DM octet.

Wien it receives a Telnet IP command, a Server Tel net MAY send
a Tel net "Synch" sequence back to the user, to flush the out put
stream The choice ought to be consistent with the way the
server operating system behaves when a | ocal user interrupts a
process.

When it receives a Tel net AO command, a Server Tel net MJUST send
a Tel net "Synch" sequence back to the user, to flush the out put
stream

A User Tel net SHOULD have the capability of flushing output
when it sends a Telnet I P, see also Section 3.4.5.

DI SCUSSI ON:
There are three possible ways for a User Telnet to flush
the stream of server output data:

(1) Send AO after IP.

This will cause the server host to send a "flush-
buffered-output” signal to its operating system
However, the AO may not take effect locally, i.e.

stop terminal output at the User Tel net end, until
the Server Telnet has received and processed the AO
and has sent back a "Synch".

(2) Send DO TIM NG MARK [ TELNET: 7] after IP, and discard
all output locally until a WLL/WONT TIM NG MARK i s
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received fromthe Server Tel net.

Since the DO TIM NG MARK wi || be processed after the
| P at the server, the reply to it should be in the
right place in the output data stream However, the
TIM NG MARK wi Il not send a "flush buffered output™
sighal to the server operating system \Wether or
not this is needed is dependent upon the server
system

(3) Do both.

The best nethod is not entirely clear, since it mnust
accommodat e a nunber of existing server hosts that do not
foll ow the Tel net standards in various ways. The safest
approach is probably to provide a user-controllable option
to select (1), (2), or (3).

3.2.5 NVT Printer and Keyboard: RFC- 854, p. 11

In NVT node, a Telnet SHOULD NOT send characters with the

hi gh-order bit 1, and MJST NOT send it as a parity bit.

| mpl enent ati ons that pass the high-order bit to applications
SHOULD negoti ate binary node (see Section 3.2.6).

DI SCUSSI ON:

I mpl emrentors should be aware that a strict reading of
RFC-854 allows a client or server expecting NVT ASCII to
i gnore characters with the high-order bit set. In
general, binary node is expected to be used for

transm ssion of an extended (beyond 7-bit) character set
wi th Tel net.

However, there exist applications that really need an 8-
bit NVT node, which is currently not defined, and these
exi sting applications do set the high-order bit during
part or all of the life of a Tel net connection. Note that
bi nary node is not the same as 8-bit NVT node, since

bi nary node turns off end-of-line processing. For this
reason, the requirenents on the high-order bit are stated
as SHOULD, not MUJUST.

RFC- 854 defines a nmininmal set of properties of a "network
virtual terminal"™ or NVT, this is not nmeant to preclude
additional features in a real termnal. A Tel net
connection is fully transparent to all 7-bit ASCII
characters, including arbitrary ASCI1 control characters.
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For exanple, a terminal night support full-screen commands
coded as ASCI| escape sequences; a Telnet inplenmentation
woul d pass these sequences as uninterpreted data. Thus,
an NVT should not be conceived as a termnal type of a

hi ghly-restricted devi ce.

3.2.6 Telnet Command Structure: RFC-854, p. 13

Since options nay appear at any point in the data stream a
Tel net escape character (known as IAC, with the value 255) to
be sent as data MJST be doubl ed.

3.2.7 Telnet Binary Option: RFC-856

When the Binary option has been successfully negoti at ed,
arbitrary 8-bit characters are allowed. However, the data
stream MUST still be scanned for | AC characters, any enbedded
Tel net conmands MJST be obeyed, and data bytes equal to I AC
MUST be doubled. OQher character processing (e.g., replacing
CR by CR NUL or by CR LF) MJST NOT be done. |In particular,
there is no end-of-line convention (see Section 3.3.1) in

bi nary node.

DI SCUSSI ON:
The Binary option is normally negotiated in both
directions, to change the Tel net connection from NVT node
to "binary node".

The sequence | AC ECR can be used to delimt blocks of data
within a binary-node Tel net stream

3.2.8 Telnet Term nal -Type Option: RFC 1091

The Terninal - Type option MJST use the terninal type nanes
officially defined in the Assigned Nunbers RFC [I NTRO 5], when
they are available for the particular termnal. However, the
receiver of a Term nal-Type option MJST accept any nane.

DI SCUSSI ON:
RFC- 1091 [ TELNET: 10] updates an earlier version of the
Terni nal - Type option defined in RFC-930. The earlier
version allowed a server host capabl e of supporting
multiple termnal types to learn the type of a particular
client’s termnal, assum ng that each physical termna
had an intrinsic type. However, today a "terminal" is
often really a term nal enulator programrunning in a PC
per haps capabl e of ermulating a range of termninal types.
Therefore, RFC-1091 extends the specification to allow a
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nore general termnal-type negotiation between User and
Server Tel nets.

3.3 SPECI FI C | SSUES

3.3.1 Tel net End-of-Line Convention

The Tel net protocol defines the sequence CR LF to nean "end-
of-line". For ternminal input, this corresponds to a comuand-
conpl etion or "end-of-1ine" key being pressed on a user
terminal; on an ASCII terminal, this is the CR key, but it may
al so be labelled "Return" or "Enter".

When a Server Tel net receives the Tel net end-of-1ine sequence
CR LF as input froma renote termnal, the effect MUST be the
sane as if the user had pressed the "end-of-line" key on a

local termnal. On server hosts that use ASCIl, in particular
recei pt of the Tel net sequence CR LF nust cause the sanme effect
as a local user pressing the CR key on a local ternminal. Thus,

CR LF and CR NUL MJST have the sane effect on an ASCI| server
host when received as input over a Tel net connecti on.

A User Tel net MJST be able to send any of the forns: CR LF, CR
NUL, and LF. A User Telnet on an ASCI|I host SHOULD have a
user-controll abl e node to send either CR LF or CR NUL when the
user presses the "end-of-line" key, and CR LF SHOULD be the
defaul t.

The Tel net end-of-line sequence CR LF MJST be used to send

Tel net data that is not term nal -to-conputer (e.g., for Server
Tel net sending output, or the Telnet protocol incorporated
anot her application protocol).

DI SCUSSI ON
To allow interoperability between arbitrary Telnet clients
and servers, the Tel net protocol defined a standard
representation for aline term nator. Since the ASC
character set includes no explicit end-of-line character,
systens have chosen various representations, e.g., CR LF,
and the sequence CR LF. The Tel net protocol chose the CR
LF sequence as the standard for network transni ssion

Unfortunately, the Tel net protocol specification in RFC
854 [ TELNET: 1] has turned out to be somewhat anbi guous on
what character(s) should be sent fromclient to server for
the "end-of-line" key. The result has been a massive and
continuing interoperability headache, made worse by
various faulty inplenmentations of both User and Server
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Tel net s.

Al t hough the Tel net protocol is based on a perfectly
symmetric nodel, in a renote | ogin session the role of the
user at a terminal differs fromthe role of the server
host. For exanple, RFC-854 defines the neaning of CR, LF,
and CR LF as output fromthe server, but does not specify
what the User Tel net should send when the user presses the
"end-of-line" key on the terminal; this turns out to be
the point at issue.

When a user presses the "end-of-line" key, some User

Tel net inplenmentations send CR LF, while others send CR
NUL (based on a different interpretation of the sane
sentence in RFC-854). These will be equivalent for a
correctly-inplemented ASCI| server host, as discussed
above. For other servers, a node in the User Telnet is
needed.

The existence of User Telnets that send only CR NUL when
CR is pressed creates a dilenma for non-ASCI| hosts: they
can either treat CR NUL as equivalent to CR LF in input,
thus precluding the possibility of entering a "bare” CR
or el se | ose conpl ete interworking.

Suppose a user on host A uses Telnet to log into a server
host B, and then execute B's User Telnet programto |og

into server host C. It is desirable for the Server/User
Tel net conbination on B to be as transparent as possible,
i.e., to appear as if A were connected directly to C. In
particular, correct inplenmentation will make B transparent

to Tel net end-of-1ine sequences, except that CR LF may be
translated to CR NUL or vice versa.

| MPLEMENTATI ON:
To understand Tel net end-of-1line issues, one nust have at
| east a general nodel of the relationship of Telnet to the
| ocal operating system The Server Telnet process is
typically coupled into the terninal driver software of the
operating systemas a pseudo-terninal. A Tel net end-of-
i ne sequence received by the Server Tel net nust have the
same effect as pressing the end-of-line key on a real
| ocal | y-connected term nal

Operating systens that support interactive character-at-
a-time applications (e.g., editors) typically have two
internal nodes for their terminal 1/O a formatted node,
in which |l ocal conventions for end-of-Iine and ot her
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formatting rules have been applied to the data stream and
a "raw' node, in which the application has direct access
to every character as it was entered. A Server Tel net
nmust be inplenmented in such a way that these nodes have
the sanme effect for renote as for local terninals. For
exanpl e, suppose a CR LF or CR NUL is received by the
Server Telnet on an ASCII host. In raw node, a CR
character is passed to the application; in formatted node,
the local systenmis end-of-line convention is used.

3.3.2 Data Entry Terninals

DI SCUSSI ON:
In addition to the line-oriented and character-oriented
ASCI| ternminals for which Tel net was designed, there are
several families of video display terninals that are
sonmeti mes known as "data entry terminals" or DETs. The
I BM 3270 famly is a well-known exanpl e.

Two I nternet protocols have been designed to support
generic DETs: SUPDUP [ TELNET: 16, TELNET: 17], and the DET
option [ TELNET: 18, TELNET:19]. The DET option drives a
data entry ternm nal over a Tel net connection using (sub-)
negotiation. SUPDUP is a conpletely separate terninal
protocol, which can be entered from Tel net by negoti ati on.
Al t hough both SUPDUP and the DET option have been used
successfully in particular environnments, neither has

gai ned general acceptance or w de inplenmentation

A different approach to DET interaction has been devel oped
for supporting the 1BM 3270 fam |y through Tel net,

al t hough the same approach woul d be applicable to any DET
The idea is to enter a "native DET" node, in which the
native DET input/output streamis sent as binary data.

The Telnet EOR command is used to delinmit |ogical records
(e.g., "screens") within this binary stream

| MPLEMENTATI ON:
The rules for entering and | eaving native DET node are as
foll ows:

0 The Server uses the Term nal - Type option [ TELNET: 10]
to learn that the client is a DET.

0 It is conventional, but not required, that both ends
negoti ate the EOR option [ TELNET: 9].

0 Bot h ends negotiate the Binary option [ TELNET: 3] to
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enter native DET node.

0 When either end negotiates out of binary node, the
ot her end does too, and the npde then reverts to
nor mal NVT

3.3.3 Option Requirenments

Every Tel net inplenmentati on MJST support the Binary option

[ TELNET: 3] and the Suppress Go Ahead option [ TELNET: 5], and
SHOULD support the Echo [ TELNET: 4], Status [ TELNET: 6], End-of -
Record [ TELNET: 9], and Extended Options List [ TELNET: 8]

opti ons.

A User or Server Telnet SHOULD support the Wndow Size Option
[ TELNET: 12] if the |l ocal operating system provides the
correspondi ng capability.

DI SCUSSI ON:
Note that the End-of-Record option only signifies that a
Tel net can receive a Tel net EOR wi thout crashing;
therefore, every Telnet ought to be willing to accept
negoti ati on of the End-of-Record option. See also the
di scussion in Section 3.2.3.

3.3.4 Option Initiation

When the Tel net protocol is used in a client/server situation
the server SHOULD initiate negotiation of the term na
i nteraction node it expects.

DI SCUSSI ON:
The Tel net protocol was defined to be perfectly
symetrical, but its application is generally asymetric.
Renote | ogin has been known to fail because NEI THER side
initiated negotiation of the required non-default term na
nodes. It is generally the server that deternines the
preferred node, so the server needs to initiate the
negoti ation; since the negotiation is symretric, the user
can also initiate it.

A client (User Telnet) SHOULD provide a nmeans for users to
enabl e and disable the initiation of option negotiation.

DI SCUSSI ON:
A user sonetinmes needs to connect to an application
service (e.g., FTP or SMIP) that uses Telnet for its
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control stream but does not support Tel net options. User
Tel net nmay be used for this purpose if initiation of
option negotiation is disabled.

3.3.5 Telnet Linenode Option

DI SCUSSI ON:
An inportant new Tel net option, LINEMODE [ TELNET: 12], has
been proposed. The LI NEMODE option provides a standard
way for a User Telnet and a Server Telnet to agree that
the client rather than the server will performterm na
character processing. Wen the client has prepared a
complete line of text, it will send it to the server in
(usual ly) one TCP packet. This option will greatly
decrease the packet cost of Telnet sessions and will also
gi ve nuch better user response over congested or |ong-
del ay networks.

The LI NEMODE option all ows dynanmi ¢ switching between | ocal
and renote character processing. For exanple, the Tel net
connection will automatically negotiate into single-
character node while a full screen editor is running, and
then return to |inenode when the editor is finished.

W expect that when this RFC is rel eased, hosts should

i mpl ement the client side of this option, and may

i mpl ement the server side of this option. To properly

i mpl ement the server side, the server needs to be able to
tell the local systemnot to do any input character
processing, but to remenber its current termnal state and
notify the Server Tel net process whenever the state
changes. This will allow password echoing and full screen
editors to be handl ed properly, for exanple.

3.4 TELNET/ USER | NTERFACE
3.4.1 Character Set Transparency

User Tel net inplenentations SHOULD be able to send or receive
any 7-bit ASCI| character. \Where possible, any special
character interpretations by the user host’s operating system
SHOULD be bypassed so that these characters can conveniently be
sent and received on the connecti on.

Sone character value MJST be reserved as "escape to comrand
node"; conventionally, doubling this character allows it to be
entered as data. The specific character used SHOULD be user
sel ect abl e.
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On bi nary-node connections, a User Tel net program MAY provi de
an escape nechanismfor entering arbitrary 8-bit values, if the
host operating systemdoesn’t allow themto be entered directly
fromthe keyboard.

| MPLEMENTATI ON:
The transparency issues are | ess pressing on servers, but
i mpl ementors should take care in dealing with issues |ike:
maski ng off parity bits (sent by an ol der, non-conforning
client) before they reach progranms that expect only NVT
ASCI |, and properly handling prograns that request 8-bit
data streans.

3.4.2 Tel net Conmmands

A User Tel net program MJST provide a user the capability of
entering any of the Telnet control functions IP, AO or AYT,
and SHOULD provide the capability of entering EC, EL, and

Br eak.

3.4.3 TCP Connection Errors

A User Tel net program SHOULD report to the user any TCP errors
that are reported by the transport |ayer (see "TCP/ Application
Layer Interface" section in [INTRO1]).

3.4.4 Non-Default Tel net Contact Port

A User Tel net program SHOULD all ow the user to optionally
speci fy a non-standard contact port nunmber at the Server Tel net
host .

3.4.5 Flushing Qutput

A User Tel net program SHOULD provide the user the ability to
speci fy whether or not output should be flushed when an IP is
sent; see Section 3.2. 4.

For any output flushing schenme that causes the User Telnet to
flush output locally until a Telnet signal is received fromthe
Server, there SHOULD be a way for the user to manually restore
normal output, in case the Server fails to send the expected

si gnal .
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Control Functions
Support SE NOP DM I P AO AYT SB
Support EOR EC EL Break
I gnore unsupported control functions
User, Server discard urgent data up to DM
User Tel net send "Synch" after IP, AQ AYT
Server Telnet reply Synch to IP
Server Telnet reply Synch to AO
User Tel net can flush output when send IP
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Doubl e 1 AC data byte in binary node
Qobey Tel net cnds in binary node
End-of -1ine, CR NUL in binary node
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End- of - Li ne
EOL at Server sane as |local end-of-line
ASCI | Server accept CR LF or CR NUL for EQL
User Telnet able to send CR LF, CR NUL, or LF
ASCI | user able to select CR LF/ CR NUL
User Tel net default nobde is CR LF
Non-interactive uses CR LF for ECL
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User Tel net interface

Input & output all 7-bit characters
Bypass | ocal op sys interpretation
Escape character

User-settabl e escape character
Escape to enter 8-bit val ues
Can input 1P, AO AYT
Can input EC, EL, Break
Report TCP connection errors to user
Opti onal non-default contact port
Can spec: output flushed when | P sent
Can manual |y restore output node
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4. FlI LE TRANSFER
4.1 FILE TRANSFER PROTOCCCL -- FTP
4.1.1 | NTRODUCTI ON

The File Transfer Protocol FTP is the prinmary Internet standard
for file transfer. The current specification is contained in
RFC- 959 [FTP: 1].

FTP uses separate simultaneous TCP connections for control and
for data transfer. The FTP protocol includes nmany features,
some of which are not comonly inplenmented. However, for every
feature in FTP, there exists at |east one inplenentation. The
m ni mum i mpl ement ati on defined in RFC-959 was too small, so a
somewhat |arger nmininmuminplenmentation is defined here.

I nternet users have been unnecessarily burdened for years by
deficient FTP inplenentations. Protocol inplenmentors have
suffered fromthe erroneous opinion that inplenenting FTP ought
to be a small and trivial task. This is wong, because FTP has
a user interface, because it has to deal (correctly) with the
whol e variety of comruni cati on and operating systemerrors that
may occur, and because it has to handle the great diversity of
real file systens in the world.

4.1.2. PROTOCOL WALK- THROUGH
4.1.2.1 LOCAL Type: RFC-959 Section 3.1.1.4

An FTP program MUST support TYPE | ("I MAGE" or binary type)
as well as TYPE L 8 ("LOCAL" type with |ogical byte size 8).
A machi ne whose menory is organized into mbit words, where
mis not a nmultiple of 8 MAY also support TYPE L m

DI SCUSSI ON:
The command "TYPE L 8" is often required to transfer
bi nary data between a machi ne whose nenory i s organi zed
into (e.g.) 36-bit words and a machine with an 8-bit
byt e organi zation. For an 8-bit byte nmachine, TYPE L 8
is equivalent to | MAGE

"TYPE L nf is sonetines specified to the FTP prograns
on two mbit word machi nes to ensure the correct
transfer of a native-node binary file from one nmachine
to the other. However, this command shoul d have the
sane effect on these nachines as "TYPE |".
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4.1.2.2 Telnet Format Control: RFC-959 Section 3.1.1.5.2

A host that makes no distinction between TYPE N and TYPE T
SHOULD i npl enent TYPE T to be identical to TYPE N

DI SCUSSI ON:
Thi s provision shoul d ease interoperation with hosts
that do make this distinction

Many hosts represent text files internally as strings
of ASCII characters, using the enbedded ASCI| format
effector characters (LF, BS, FF, ...) to control the
format when a file is printed. For such hosts, there
is no distinction between "print" files and other
files. However, systens that use record structured
files typically need a special format for printable
files (e.g., ASA carriage control). For the latter
hosts, FTP allows a choice of TYPE N or TYPE T.

4.1.2.3 Page Structure: RFC-959 Section 3.1.2.3 and Appendi x |

| mpl ement ati on of page structure is NOT RECOVMENDED i n
general. However, if a host system does need to inplenment
FTP for "random access" or "holey" files, it MJST use the
defined page structure format rather than define a new
private FTP format.

4.1.2.4 Data Structure Transformati ons: RFC-959 Section 3.1.2

An FTP transformati on between record-structure and file-
structure SHOULD be invertible, to the extent possible while
maki ng the result useful on the target host.

DI SCUSSI ON:
RFC-959 required strict invertibility between record-
structure and file-structure, but in practice,
ef fici ency and conveni ence often preclude it.
Therefore, the requirement is being relaxed. There are
two different objectives for transferring a file:
processing it on the target host, or just storage. For
storage, strict invertibility is inportant. For
processing, the file created on the target host needs
to be in the format expected by application prograns on
t hat host.

As an exanple of the conflict, imagine a record-

oriented operating systemthat requires sone data files
to have exactly 80 bytes in each record. Wile STORi ng
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a file on such a host, an FTP Server nust be able to
pad each line or record to 80 bytes; a later retrieva
of such a file cannot be strictly invertible.

4.1.2.5 Data Connection Managenent: RFC-959 Section 3.3
A User-FTP that uses STREAM nbde SHOULD send a PORT conmmand

to assign a non-default data port before each transfer
command is issued.

DI SCUSSI ON:
This is required because of the long delay after a TCP
connection is closed until its socket pair can be

reused, to allow nultiple transfers during a single FTP
session. Sending a port conmand can avoided if a
transfer node other than streamis used, by |eaving the
data transfer connection open between transfers.

4,.1.2.6 PASV Command: RFC-959 Section 4.1.2
A server-FTP MJST i npl emrent the PASV conmand.
If multiple third-party transfers are to be executed during
the sane session, a new PASV command MJUST be issued before

each transfer command, to obtain a unique port pair.

| MPLENMENTATI ON:
The format of the 227 reply to a PASV comand i s not

wel | standardi zed. |In particular, an FTP client cannot
assune that the parentheses shown on page 40 of RFC-959
will be present (and in fact, Figure 3 on page 43 onmts

then). Therefore, a User-FTP programthat interprets
the PASV reply nust scan the reply for the first digit
of the host and port nunbers.

Note that the host nunmber hl,h2,h3,h4 is the | P address
of the server host that is sending the reply, and that
pl,p2 is a non-default data transfer port that PASV has
assi ghed.

4.1.2.7 LIST and NLST Commands: RFC-959 Section 4.1.3
The data returned by an NLST command MJST contain only a
simple list of |egal pathnanes, such that the server can use
themdirectly as the argunments of subsequent data transfer
commands for the individual