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STATUS OF TH S MEMO

This RFC describes a protocol proposed as a standard for the Internet
community. Conments are encouraged. Distribution of this docunent is
unlimted.

OVERVI EW

This neno specifies the Versatil e Message Transaction Protocol (VMIP)
[Version 0.7 of 19-Feb-88], a transport protocol specifically designed
to support the transaction nodel of comrunication, as exenplified by
renote procedure call (RPC). The full function of VMIP, including
support for security, real-tinme, asynchronous nmessage exchanges,
streanming, nmulticast and idenpotency, provides a rich selection to the
VMIP user level. Subsettability allows the VMIP nodule for particul ar
clients and servers to be specialized and sinplified to the services
actually required. Exanples of such sinple clients and servers include
PROM net wor k boot| oad prograns, network boot servers, data sensors and
sinmple controllers, to nmention but a few exanpl es.
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1. Introduction

The Versatile Message Transaction Protocol (VMIP) is a transport
protocol designed to support renmote procedure call (RPC) and genera
transaction-oriented comruni cati on. By transaction-oriented
communi cati on, we nean that:

- Communi cation is request-response: A client sends a request
for a service to a server, the request is processed, and the
server responds. For exanple, a client may ask for the next
page of a file as the service. The transaction is term nated
by the server responding with the next page.

- Atransaction is initiated as part of sending a request to a
server and term nated by the server responding. There are no
separate operations for setting up or term nating associ ati ons
between clients and servers at the transport |evel.

- The server is free to discard communi cati on state about a
client between transactions wi thout causing incorrect behavior
or failures.

The term nessage transaction (or transaction) is used in the reninder of
this docunent for a request-response exchange in the sense described
above.

VMIP handl es the error detection, retransni ssion, duplicate suppression
and, optionally, security required for transport-Ilevel end-to-end
reliability.

The protocol is designed to provide a range of behaviors within the
transacti on nodel, including:

- Mnimal two packet exchanges for short, sinple transactions.

- Stream ng of multi-packet requests and responses for efficient
data transfer.

- Datagram and nul ti cast conmmuni cati on as an extension of the
transacti on nodel .

Exanmpl e Uses:
- Page-level file access - VMIP is intended as the transport
level for file access, allowing sinple, efficient operation on

a local network. In particular, VMIP is appropriate for use
by di skl ess workstati ons accessing shared network file
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Servers.

- Distributed programming - VMIP is intended to provide an
efficient transport |evel protocol for renote procedure cal
i npl ement ations, distributed object-oriented systens plus
nmessage- based systens that conformto the request-response
nodel .

- Milticast conmunication with groups of servers to: |locate a
specific object within the group, update a replicated object,
synchroni ze the comm tnent of a distributed transaction, etc.

- Distributed real-time control with prioritized nmessage

handl i ng, including datagrans, nulticast and asynchronous

calls.
The protocol is designed to operate on top of a sinple unreliable
dat agram servi ce, such as is provided by IP
1.1. Motivation
VMIP was designed to address three categories of deficiencies with
exi sting transport protocols in the Internet architecture. W use TCP
as the key current transport protocol for conparison
1.1.1. Poor RPC Performance
First, current protocols provide poor performance for renpte procedure
call (RPC) and network file access. This is attributable to three key

causes:

- TCP requires excessive packets for RPC, especially for

isolated calls. In particular, connection setup and cl ear
generates extra packets over that needed for VMIP to support
RPC.

- TCP is difficult to inplenment, speaking purely fromthe
enpirical experience over the last 10 years. VMIP was
desi gned concurrently with its inplenmentation, with focus on
making it easy to inplenent and providing sensible subsets of
its functionality.

- TCP handl es packet | oss due to overruns poorly. W claimthat

overruns are the key source of packet loss in a
hi gh- performance RPC environnent and, with the increasing
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performance of networks, will continue to be the key source.
(A der machines and network interfaces cannot keep up with new
machi nes and network interfaces. Also, |ow end network

i nterfaces for high-speed networks have linited receive

buf fering.)

VMIP is designed for ease of inplenentation and efficient RPC. In
addition, it provides selective retransm ssion with rate-based fl ow
control, thus addressing all of the above issues.

1.1.2. Weak Nam ng

Second, current protocols provide i nadequate naming of transport-I|eve
endpoi nts because the nanes are based on | P addresses. For exanple, a
TCP endpoint is naned by an Internet address and port identifier.
Unfortunately, this nmakes the endpoint tied to a particul ar host
interface, not specifically the process-level state associated with the
transport-level endpoint. In particular, this formof nam ng causes
probl ens for process migration, nobile hosts and nulti-honed hosts.
VMIP provi des host-address i ndependent nanes, thereby solving the above
nenti oned probl ens.

In addition, TCP provides no security and reliability guarantees on the
dynamically allocated names. |n particular, other than well-known
ports, (host-addr, port-id)-tuples can change neani ng on reboot
follow ng a crash. VMIP provides large identifiers with guarantee of
stability, nmeaning that either the identifier never changes in neaning
or else renmains invalid for a significant tinme before becom ng valid
agai n.

1.1.3. Function Poor

TCP does not support rmulticast, real-tine datagrams or security. In
fact, it only supports pair-wi se, long-term streaned reliable

i nterchanges. Yet, multicast is of growi ng inportance and is being
devel oped for the Internet (see RFC 966 and 988). Al so, a datagram
facility with the same naming, transm ssion and reception facilities as
the normal transport level is a powerful asset for real-tine and
parallel applications. Finally, security is a basic requirenment in an
i ncreasi ng nunber of environments. W note that security is natural to
i mpl ement at the transport |evel to provide end-to-end security (as
opposed to (inter)network |level security). Wthout security at the
transport level, a transport |evel protocol cannot guarantee the
standard transport |evel service definition in the presence of an
intruder. In particular, the intruder can interject packets or nodify
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packets whil e updating the checksum nmaking nockery out of the
transport-level claimof "reliable delivery".

In contrast, VMIP provides nmulticast, real-tine datagranms and security,
addressi ng precisely these weaknesses.

In general, VMIP is designed with the next generation of conmunication
systens in mnd. These comunication systens are characterized as
follows. RPC, page-level file access and other request-response
behavi or domi nates. In addition, the communication substrate, both

| ocal and w de-area, provides high data rates, |low error rates and
relatively low delay. Finally, intelligent, high-performnce network
interfaces are conmon and in fact required to achi eve performance that
approxi mates the network capability. However, VMIP is al so designed to
function acceptably with existing networks and network interfaces.

1.2. Relation to Gther Protocols
VMIP is a transport protocol that fits into the |ayered Internet

protocol environment. Figure 1-1 illustrates the place of VMIP in the
prot ocol hierarchy.

Fomm oo s S + H------ +
| File Access| | Tine| |Program Execution| |Nam ng|... Application
I e o L + F------ + Layer
I I I I I
Fomm oo Fomm oo NS Fo-m oo - +
I
o e e oo oo +
| RPC Presentation | Presentation
R I + Layer
I
Fo-m oo - + Fomm oo o - +
| TCP | | VMIP | Transport
+------ + +--- - - + Layer
I I
T +
| I nternet Protocol & | CW | I nt er net wor k
R T + Layer
Figure 1-1: Rel ation to Qther Protocols

The RPC presentation level is not currently defined in the Internet
suite of protocols. Appendix Il defines a proposed RPC presentation

| evel for use with VMIP and assuned for the definition of the VMIP
managenent procedures. There is also a need for the definition of the
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Application layer protocols |isted above.

If internetwork services are not required, VMIP can be used without the
P layer, layered directly on top of the network or data link |ayers.

1.3. Docunent Overvi ew

The next chapter gives an overview of the protocol, covering nam ng,
nmessage structure, reliability, flow control, streaning, real-tine,
security, byte-ordering and nmanagenent. Chapter 3 describes the VMIP
packet formats. Chapter 4 describes the client VMIP protocol operation
in terns of pseudo-code for event handling. Chapter 5 describes the
server VMIP protocol operation in ternms of pseudo-code for event

handl ing. Chapter 6 sunmarizes the state of the protocol, sone
remai ni ng i ssues and expected directions for the future. Appendix I

lists sone standard Response codes. Appendix Il describes the RPC
presentati on protocol proposed for VMIP and used with the VMIP
managenent procedures. Appendix Il lists the VMIP managenent

procedures. Appendix |V proposes initial approaches for handling entity
identification for VMIP. Appendix V proposes initial authentication
domai ns for VMIP. Appendi x VI provides sone details for inplenmenting
VMIP on top of IP. Appendix VIl provides sone suggestions on host

i mpl ement ati on of VMIP, focusing on data structures and support
functions. Appendix VIII describes a proposed programinterface for
UNI X 4.3 BSD and its descendants and rel ated systens.
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2. Protocol Overview

VMIP provides an efficient, reliable, optionally secure transport
service in the nmessage transaction or request-response nodel with the
foll ow ng features:

- Host address-independent naming with provision for multiple
fornms of nanes for endpoints as well as associated (security)
principals. (See Sections 2.1, 2.2, 3.1 and Appendix |V.)

- Milti-packet request and response nmessages, W th a maxi num
size of 4 negaoctets per nessage. (Sections 2.3 and 2.14.)

- Selective retransm ssion. (Section 2.13.) and rate-based flow
control to reduce overrun and the cost of overruns. (Section
2.5.6.)

- Secure nessage transactions with provision for a variety of
encryption schenes. (Section 2.6.)

- Milticast nessage transactions with multiple response nessages
per request nessage. (Section 2.7.)

- Support for real-time comrunication with idenpotent nessage
transactions with mninal server overhead and state (Section
2.5.3), datagramrequest nessage transactions with no
response, optional header-only checksum priority processing
of transactions, conditional delivery and preenptive handling
of requests (Section 2.8)

- Forwarded nessage transactions as an optim zation for certain
fornms of nested renpte procedure calls or nmessage
transactions. (Section 2.9.)

- Miltiple outstandi ng (asynchronous) nessage transacti ons per
client. (Section 2.11.)

- An integrated nanagenent nodul e, defined with a renote
procedure call interface on top of VMIP providing a variety of
conmuni cati on services (Section 2.10.)

- Sinple subset inplenmentation for sinple clients and sinple
servers. (Section 2.16.)

Thi s chapter provides an overview of the protocol as introduction to the

basic i deas and as preparation for the subsequent chapters that describe
the packet formats and event processing procedures in detail.
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In overview, VMIP provides transport conmuni cation between network-
visible entities via nessage transactions. A nessage transaction

consi sts of a request nessage sent by the client, or requestor, to a
group of server entities followed by zero or nore response nessages to
the client, at nobst one fromeach server entity. A nmessage is
structured as a nessage control portion and a segnent data portion. A
nessage is transmtted as one or nore packet groups. A packet group is
one or nore packets (up to a nmaxi num of 32 packets) grouped by the
protocol for acknow edgnent, sequencing, selective retransm ssion and
rate control

Entities and VMIP operations are managed usi ng a VMIP nmanagenent

nmechani smthat is accessed through a procedural interface (RPC)

i mpl emented on top of VMIP. In particular, information about a renote
entity is obtained and nmintai ned using the Probe VMIP managenent
operation. Also, acknow edgnment information and requests for

retransm ssion are sent as notify requests to the managenent nodul e.

(I'n the follow ng description, reference to an "acknow edgnent” of a
request or a response refers to a nmanagenent-1level notify operation that
i s acknow edgi ng the request or response.)

2.1. Entities, Processes and Principals

VMIP defines and uses three nain types of identifiers: entity
identifiers, process identifiers and principal identifiers, each 64-bits
in length. Conmunication takes place between network-visible entities,
typically mapping to, or representing, a nessage port or procedure

i nvocation. Thus, entities are the VMIP comuni cati on endpoints. The
process associated with each entity designates the agent behind the
communi cation activity for purposes of resource allocation and
managenent. For exanple, when a lock is requested on a file, the I ock
is associated with the process, not the requesting entity, allowi ng a
process to use nmultiple entity identifiers to perform operations wi thout
| ock conflict between these entities. The principal associated with an
entity specifies the perm ssions, security and accounting designation
associated with the entity. The process and principal identifiers are
included in VMIP solely to nmake these val ues available to VMIP users
with the security and efficiency provided by VMIP. Only the entity
identifiers are actively used by the protocol

Entity identifiers are required to have three properties;

Uni queness Each entity identifier is uniquely defined at any given
time. (An entity identifier may be reused over tine.)

Stability An entity identifier does not change between valid
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meani ngs w t hout suitable provision for renoving
references to the entity identifier. Certain entity
identifiers are strictly stable, (i.e. never changing
nmeani ng), typically being administratively assigned
(al though they need not be bound to a valid entity at
all times), often called well-known identifiers. Al
other entity identifiers are required to be T-stable,
not change neani ng wi thout having remained invalid for
at least atine interval T.

Host address i ndependent
An entity identifier is unique independent of the host
address of its current host. Moreover, an entity
identifier is not tied to a single Internet host
address. An entity can mgrate between hosts, reside on
a mobil e host that changes Internet addresses or reside
on a nulti-honed host. It is up to the VMIP
i mpl ementation to determine and maintain up to date the
host addresses of entities with which it is
conmuni cati ng.

The stability of entity identifiers guarantees that an entity identifier
represents the sane | ogical communication entity and principal (in the
security sense) over the time that it is valid. For exanple, if an
entity identifier is authenticated as having the privileges of a given
user account, it continues to have those privileges as long as it is
continuously valid (unless sone explicit notice is provided otherw se).
Thus, a file server need not fully authenticate the entity on every file
access request. Wth T-stable identifiers, periodically checking the
validity of an entity identifier with period | ess than T seconds detects
a change in entity identifier validity.

A group of entities can forman entity group, which is a set of zero or
nore entities identified by a single entity identifier. For exanple,
one can have a single entity identifier that identifies the group of
nane servers. An entity identifier representing an entity group is
drawn fromthe same nanme space as entity identifiers. However, single
entity identifiers are flagged as such by a bit in the entity
identifier, indicating that the identifier is known to identify at nost
one entity. In addition to the group bit, each entity identifier

i ncludes other standard type flags. One flag indicates whether the
identifier is an alias for an entity in another domain (See Section 2.2
below.). Another flag indicates, for an entity group identifier,

whether the identifier is a restricted group or not. A restricted group
is one in which an entity can be added only by another entity with group
managenent aut horization. Wth an unrestricted group, an entity is
allowed to add itself. |If an entity identifier does not represent a
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group, a type bit indicates whether the entity uses big-endian or
little-endian data representation (corresponding to Mtorola 680X0 and
VAX byte orders, respectively). Further specification of the format of
entity identifiers is contained in Section 3.1 and Appendix | V.

An entity identifier identifies a Cient, a Server or a group of

Servers <1> A dient is always identified by a T-stable identifier. A
server or group of servers may be identified by a a T-stable identifier
(group or single entity) or by strictly stable (statically assigned)
entity group identifier. The same T-stable identifier can be used to
identify a Cient and Server sinmultaneously as long as both are

| ogically associated with the sane entity. The state required for
reliable, secure comunication between entities is nmaintained in client
state records (CSRs), which include the entity identifier of the Cient,
its principal, its current or next transaction identifier and so on.

2.2. Entity Donumins

An entity domain is an administration or an administration mechani sm
that guarantees the three required entity identifier properties of

uni queness, stability and host address independence for the entities it
adm nisters. That is, entity identifiers are only guaranteed to be

uni que and stable within one entity donmain. For exanple, the set of al
Internet hosts nay function as one domain. |ndependently, the set of
hosts [ ocal to one autononmous network may function as a separate domain.
Each entity domain is identified by an entity domain identifier, Domain.
Only entities within the sane domain may comruni cate directly via VMIP
However, hosts and entities nay participate in nultiple entity domains
simul t aneously, possibly with different entity identifiers. For
exanple, a file server may participate in nmultiple entity domains in
order to provide file service to each domain. Each entity domain
specifies the algorithnms for allocation, interpretation and mappi ng of
entity identifiers.

Domai ns are necessary because it does not appear feasible to specify one
uni versal VMIP entity identification admnistration that covers al
entities for all time. Domains linmt the nunber of entities that need
to be managed to maintain the unigueness and stability of the entity

<1> Terns such as Client, Server, Request, Response, etc. are
capitalized in this docunent when they refer to their specific neaning
in VMIP.
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nane space. Donmmins can also serve to separate entities of different
security levels. For instance, allocation of a unclassified entity
identifier cannot conflict with secret level entity identifiers because
the fornmer is interpreted only in the unclassified domain, which is

di sjoint fromthe secret donain.

It is intended that there be a small nunber of domains. |In particular,
there should be one (or a few) domains per installation "type", rather
than per installation. For exanple, the Internet is expected to use one
domai n per security level, resulting in at nost 8 different domains.

Cl uster-based internetwork architectures, those with a | ocal cluster
protocol distinct fromthe wi de-area protocol, nmay use one domain for

| ocal use and one for w de-area use.

Additional details on the specification of specific domains is provided
in Appendix IV.

2.3. Message Transacti ons

The message transaction is the unit of interaction between a dient that
initiates the transaction and one or nore Servers. A nmessage
transaction starts with a request nessage generated by a client. At
the service interface, a server becones involved with a transaction by
receiving and accepting the request. A server termnates its

i nvol verent with a transaction by sending a response nessage. In a
group nessage transaction, the server entity designated by the client
corresponds to a group of entities. |In this case, each server in the
group receives a copy of the request. In the client’s view, the
transaction is term nated when it receives the response nessage or, in
the case of a group nessage transaction, when it receives the | ast
response nmessage. Because it is nornally inpractical to deternine when
the |l ast response nmessage has been received. the current transaction is
term nated by VMIP when the next transaction is initiated.

Wthin an entity domain, a transaction is uniquely identified by the
tuple (Client, Transaction, ForwardCount). where Transaction is a
32-bit nunmber and ForwardCount is a 4-bit value. A Cient uses
nonot oni cal |y increasing Transaction identifiers for new nessage
transactions. Normally, the next higher transaction nunber, nodul o
2**32, is used for the next nmessage transaction, although there are
cases in which it skips a small range of Transaction identifiers. (See
the description of the STI control flag.) The ForwardCount is used when
a message transaction is forwarded and is zero otherwi se.

A Cient generates a stream of nessage transactions wth increasing
transaction identifiers, directed at a diversity of Servers. W say a
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Cient has a transaction outstanding if it has invoked a nessage
transaction, but has not received the | ast Response (or possibly any
Response). Normally, a Cient has only one transacti on outstanding at a
time. However, VMIP allows a Client to have nultiple nmessage
transacti ons outstandi ng sinmultaneously, supporting streaned,
asynchronous renote procedure call invocations. |n addition, VMIP
supports nested calls where, for exanple, procedure A calls procedure B
whi ch calls procedure C, each on a separate host with different client
entity identifiers for each call but identified with the sanme process
and principal .

2. 4. Request and Response Messages
A nessage transaction consists of a request nmessage and one or nore

Response nessages. A nessage is structured as nessage control bl ock
(MCB) and segnent data, passed as paraneters, as suggested bel ow.

o m e e e e e e iaao - +
| Message Control Block |
o m e e e e e e iaao - +
o m o e o e e e e e e e e e e meea— o +
| segnent data |
o m o e o e e e e e e e e e e meea— o +

In the request nessage, the MCB specifies control information about the
request plus an optional data segment. The MCB has the foll ow ng
format:

0 1 2 3
01234567890123456789012345678901
il aT T T S S S S g S S R I A e e
+ ServerEntityld (8 octets) +
il aT T T S S S S g S S R I A e e

| Fl ags Request Code

il aT T T S S S S g S S R I A e e
CoresidentEntity (8 octets) +

T T T T S T T o S o S e iy SN S
User Data (12 octets) <

T T T T S T T o S o S e iy SN S
MsgDel i very |

T T T T S T T o S o S e iy SN S
Segnent Si ze |

T T T T S T T o S o S e iy SN S

+—+— 4+ V + +

The ServerEntityld is the entity to which the Request MCB is to be sent
(or was sent, in the case of reception). The Flags indicate various
options in the request and response handling as well as whether the
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CoresidentEntity, MsgDelivery and Segnent Size fields are in use. The
Request Code field specifies the type of Request. It is analogous to a
packet type field of the Ethernet, acting as a switch for higher-|evel
protocols. The CoresidentEntity field, if used, designates a subgroup
of the ServerEntityld group to which the Request should be routed,
nanmely those nmenbers that are co-resident with the specified entity (or
entity group). The primary intended use is to specify the nanager for a
particular service that is co-resident with a particular entity, using
the well-known entity group identifier for the service manager in the
ServerEntityld field and the identifier for the entity in the
CoresidentEntity field. The next 12 octets are user- or

appl i cation-specified.

The MsgDelivery field is optionally used by the RPC or user level to
specify the portions of the segnent data to transmit and on reception,
the portions received. It provides the client and server with
(optional) access to, and responsibility for, a sinple selective
transmi ssion and reception facility. For exanple, a client nmay request
retransm ssion of just those portions of the segnent that it failed to
receive as part of the original Response. The primary intended use is
to support highly efficient nulti-packet reading froma file server
Expl oi ti ng user-1level selective retransm ssion using the MsgDelivery
field, the file server VMIP nodul e need not save nulti-packet Responses
for retransni ssion. Retransnissions, when needed, are instead handl ed
directly fromthe file server buffers.

The Segnent Size field indicates the size of the data segnent, if
present. The CoresidentEntity, MsgDelivery and SegnentSize fields are
usabl e as additional user data if they are not otherw se used.

The Flags field provides a sinple mechanismfor the user level to
comuni cate its use of VMIP options with the VMIP nodule as well as for
VMIP nodul es to communi cate this use anpbng t hensel ves. The use of these
options is generally fixed for each renpte procedure so that an RPC
mechani sm usi ng VMIP can treat the Flags as an integral part of the
Request Code field for the purpose of demultiplexing to the correct stub.

A Response nessage control block follows the sane format except the
Response is sent fromthe Server to the Cient and there is no
Coresident Entity field (and thus 20 octets of user data).

2.5. Reliability

VMIP provides reliable, sequenced transfer of request and response

nmessages as well as several variants, such as unreliable datagram
requests. The reliability nechanisms include: transaction identifiers,
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checksumns, positive acknow edgnent of nessages and tinmeout and
retransm ssion of |ost packets.

2.5.1. Transaction ldentifiers

Each nmessage transaction is uniquely identified by the pair (dient,
Transaction). (W defer discussion of the ForwardCount field to Section
2.9.) The 32-bit transaction identifier is initialized to a random
value when the Client entity is created or allocated its entity
identifier. The transaction identifier is incremented at the end of
each nessage transaction. All Responses with the sane specified
(Cient, Transaction) pair are associated with this Request.

The transaction identifier is used for duplicate suppression at the
Server. A Server maintains a state record for each Cient for which it
is processing a Request, identified by (Cient, Transaction). A Request
with the sane (Cient, Transaction) pair is discarded as a duplicate.
(The ForwardCount field nust also be equal.) Normally, this record is
retained for sone period after the Response is sent, allow ng the Server
to filter out subsequent duplicates of this Request. Wen a Request
arrives and the Server does not have a state record for the sending
Cient, the Server takes one of three actions:

1. The Server may send a Probe request, a sinple query
operation, to the VMIP nmanagenent nodul e associated with the
requesting Client to deternmine the Cient’s current
Transaction identifier (and other information), initialize a
new state record fromthis information, and then process the
Request as above.

2. The Server may reason that the Request nust be a new request
because it does not have a state record for this Cient if it
keeps these state records for the maxi num packet |ifetine of
packets in the network (plus the maxi mum VMIP retransni ssion
time) and it has not been rebooted within this tinme period.
That is, if the Request is not new either the Request would
have exceeded the maxi mum packet lifetinme or else the Server
woul d have a state record for the Cdient.

3. The Server nmay know that the Request is idenpotent or can be
safely redone so it need not care whether the Request is a
duplicate or not. For exanple, a request for the current
time can be responded to with the current tine w thout being
concerned whether the Request is a duplicate. The Response
is discarded at the Cient if it is no longer of interest.
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2.5.2. Checksum

Each VMIP packet contains a checksumto allow the receiver to detect
corrupted packets independent of |ower |evel checks. The checksumfield
is 32 bits, providing greater protection than the standard 16-bit IP
checksum (in conbination with an inproved checksum al gorithm. The

| arge packets, high packet rates and general network characteristics
expected in the future warrant a stronger checksum nechani sm

The checksum normal |y covers both the VMIP header and the segnent dat a.
Optionally (for real-tine applications), the checksummy apply only to
the packet header, as indicated by the HCO control bit being set in the
header. The checksumfield is placed at the end of the packet to all ow
it to be calculated as part of a software copy or as part of a hardware
transmni ssion or reception packet processing pipeline, as expected in the
next generation of network interfaces. Note that the nunber of header
and data octets is an integral nultiple of 8 because VMIP requires that
the segnent data be padded to be a nmultiple of 64 bits. The checksum
field is appended after the padding, if any. The actual algorithmis
described in Section 3. 2.

A zero checksum field indicates that no checksumwas transnitted with
the packet. VMIP may be used without a checksumonly when there is a
host -t o- host error detection nechanismand the VMIP security facility is
not being used. For exanple, one could rely on the Ethernet CRC if
comuni cation is restricted to hosts on the sane Ethernet and the
network interfaces are considered sufficiently reliable.

2.5.3. Request and Response Acknow edgnent

VMIP assunes an unreliable datagram network and internetwork interface.
To guarantee delivery of Requests and Response, VMIP uses positive
acknowl edgnents, retransm ssions and tineouts.

A Request is normally acknow edged by recei pt of a Response associ ated
with the Request, i.e. with the sane (Cient, Transaction). Wth
streaned nessage transactions, it may al so be acknow edged by a
subsequent Response that acknow edges previ ous Requests in addition to
the transaction it explicitly identifies. A Response may be explicitly
acknow edged by a NotifyVntpServer operation requested of the manager
for the Server. |In the case of streanming, this is a cumulative
acknow edgnment, acknow edging all Responses with a | ower transaction
identifier as well.) |In addition, with non-streaned conmuni cation, a
subsequent Request fromthe sane Oient acknow edges Responses to al
previ ous nessage transactions (at least in the sense that either the
client received a Response or is no longer interested in Responses to
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those earlier nmessage transactions). Finally, a client response tinmeout
(at the server) acknow edges a Response at least in the sense that the
server need not be prepared to retransmit the Response subsequently.
Note that there is no end-to-end guarantee of the Response being
received by the client at the application |evel.

2.5.4. Retransm ssi ons

In general, a Request or Response is retransmitted periodically until
acknowl edged as above, up to sone maxi mum nunber of retransni ssions.
VMIP uses paraneters RequestRetries(Server) and ResponseRetries(dient)
that indicate the nunber of retransmi ssions for the server and client
respectively before giving up. W suggest the value 5 be used for both
paraneters based on our experience with VMIP and I nternet packet |oss.
Smal | er values (such as 3) could be used in low loss environnments in
whi ch fast detection of failed hosts or comunication channels is

requi red. Larger values should be used in high |oss environnents where
transport-1level persistence is inportant.

In a lowloss environnent, a retransm ssion only includes the MCB and
not the segnment data of the Request or Response, resulting in a single
(short) packet on retransmi ssion. The intended recipient of the
retransm ssion can request selective retransm ssion of all or part of
the segnent data as necessary. The selective retransm ssion mechani sm
is described in Section 2.13.

If a Response is specified as idenpotent, the Response is neither
retransmitted nor stored for retransm ssion. |Instead, the Cient nust
retransmt the Request to effectively get the Response retransnitted.
The server VMIP nodul e responds to retransmni ssions of the Request by
passi ng the Request on to the server again to have it regenerate the
Response (by redoing the operation), rather than saving a copy of the
Response. Only Request packets for the last transaction fromthis
client are passed on in this fashion; ol der Request packets fromthis
client are discarded as del ayed duplicates. |If a Response is not

i denpot ent, the VMIP nodul e must ensure it has a copy of the Response
for retransnission either by making a copy of the Response (either
physically or copy-on-wite) or by preventing the Server from continuing
until the Response is acknow edged.

2.5.5. Tinmeouts
There is one client tiner for each Cient with an outstanding

transaction. Sinmilarly, there is one server tiner for each dient
transaction that is "active" at the server, i.e. there is a transaction
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record for a Request fromthe Cient.

When the client transmits a new Request (w thout streaming), the client
timer is set to roughly the time expected for the Response to be
returned. On tinmeout, the Request is retransnitted with the APG
(Acknowl edge Packet G oup) bit set. The tineout is reset to the
expected roundtrip tinme to the Server because an acknow edgnent shoul d
be returned i medi ately unl ess a Response has been sent. The Request
may al so be retransnitted in response to receipt of a VMIP nanagenent
operation indicating that selected portions of the Request nessage
segnent need to be retransmitted. Wth streami ng, the tinmeout applies
to the ol dest outstandi ng nessage transaction in the run of outstanding
nessage transactions. Wthout streaning, there is one nessage
transaction in the run, reducing to the previous situation. After the
first packet of a Response is received, the Cient resets the tineout to
be the tinme expected before the next packet in the Response packet group
is received, assuning it is a multi-packet Response. |f not, the tiner
is stopped. Finally, the client timer is used to timeout waiting for
second and subsequent Responses to a nulticast Request.

The client tinmer is set at different tines to four different val ues:

TCL1( Server) The expected tinme required to receive a Response from
the Server. Set on initial Request transni ssion plus
after its managenent nodul e receives a NotifyVnt pdient
operation, acknow edgi ng the Request.

TC2( Server) The estimated round trip delay between the client and
the server. Set when retransmtting after receiving no
Response for TCl(Server) tinme and retransnitting the
Request with the APG bit set.

TC3( Server) The estimat ed nmaxi num expected interpacket time for
nmul ti - packet Responses fromthe Server. Set when
waiting for subsequent Response packets within a packet
group before timng out.

TC4 The tinme to wait for additional Responses to a group
Request after the first Response is received. This is
specified by the user |evel.

These values are selected as follows. TCl can be set to TC2 plus a
constant, reflecting the tinme within which nost servers respond to nost
requests. For exanple, various neasurenments of VMIP usage at Stanford

i ndicate that 90 percent of the servers respond in |ess than 200
mlliseconds. Setting TClL to TC2 + 200 neans that npbst Requests receive
a Response before timng out and al so that overhead for retransni ssion
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for long running transactions is insignificant. A sophisticated
i mpl ementati on may nmake the estimation of TCL further specific to the
Server.

TC2 may be estimted by neasuring the time fromwhen a Probe request is
sent to the Server to when a response is received. TC2 can al so be
nmeasured as the tinme between the transnission of a Request with the APG
bit set to receipt of a managenent operation acknow edgi ng receipt of
the Request.

When the Server is an entity group, TClL and TC2 should be the | argest of
the values for the nenbers of the group that are expected to respond.
This informati on may be determni ned by probing the group on first use
(and using the values for the | ast responses to arrive). Alternatively,
one can resort to default val ues.

TC3 is set initially to 10 tinmes the transnmission tine for the nmaxi num
transmission unit (MIU) to be used for the Response. A sophisticated

i mpl ementation may record TC3 per Server and refine the estimte based
on neasurenents of actual interpacket gaps. However, a tighter estimate
of TC3 only inproves the reaction tinme when a packet is lost in a packet
group, at some cost in unnecessary retransm ssions when the estimate
beconmes overly tight.

The server tiner, one per active Cient, takes on the follow ng val ues:

TS1(dient) The estimated maxi mum expected interpacket tine. Set
when waiting for subsequent Request packets within a
packet group before timng out.

TS2(d ient) The tinme to wait to hear froma client before
terminating the server processing of a Request. This
lints the time spent processing orphan calls, as well
as limting how out of date the server’s record of the
Client state can be. |In particular, TS2 should be
significantly less than the minimumtinme within which it
is reasonable to reuse a transaction identifier

TS3(dient) Estimated roundtrip tinme to the dient,

TS4(dient) The tinme to wait after sending a Response (or | ast
hearing froma client) before discarding the state
associ ated with the Request which allows it to filter
dupl i cate Request packets and regenerate the Response.

TS5(d ient) The time to wait for an acknow edgnment after sending a
Response before retransmitting the Response, or giving
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up (after sonme nunber of retransnissions).
TS1 is set the sanme as TC3.

The suggested value for TS2 is TClL + 3*TC2 for this server, giving the
Client time to timeout waiting for a Response and retransnit 3 Request
packets, asking for acknow edgnents.

TS3 is estimted the same as TClL except that refinements to the estimte
use measurenents of the Response-to-acknow edgnent timnes.

In the general case, TS4 is set |arge enough so that a dient issuing a
series of closely-spaced Requests to the sane Server reuses the sane
state record at the Server end and thus does not incur the overhead of
recreating this state. (The Server can recreate the state for a dient
by performing a Probe on the Cient to get the needed information.) It
shoul d al so be set | ow enough so that the transaction identifier cannot
wrap around and so that the Server does not run out of CSR's. W
suggest a value in the range of 500 milliseconds. However, if the
Server accepts non-idenpotent Requests fromthis Cient without doing a
Probe on the Client, the TS4 value for this CSRis set to at least 4

ti mes the maxi mum packet lifetine.

TS5 is TS3 plus the expected tine for transm ssion and reception of the
Response. W suggest that the latter be calculated as 3 tinmes the
transm ssion tine for the Response data, allowng tine for reception
processi ng and transmi ssion of an acknow edgnent at the Cient end. A
sophi sticated i nplenmentation may refine this estimte further over tine
by tim ng acknow edgnents to Responses.

2.5.6. Rate Control

VMIP is designed to deal with the present and future problem of packet
overruns. W expect overruns to be the mmjor cause of dropped packets
inthe future. A client is expected to estimte and adjust the

i nterpacket gap times so as to not overrun a server or internediate
nodes. The sel ective retransm ssion nechanismallows the server to
indicate that it is being overrun (or sone internediate point is being
overrun). For exanple, if the server requests retransm ssion of every
Kth bl ock, the client should assunme overrun is taking place and increase
the interpacket gap tinmes. The client passes the server an indication
of the interpacket gap desired for a response. The client may have to

i ncrease the interval because packets are being dropped by an

i nternmedi ate gateway or bridge, even though it can handl e a higher rate.
A conservative policy is to increase the interpacket gap whenever a
packet is lost as part of a multi-packet packet group.
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The provision of selective retransm ssion allows the rate of the client
and the server to "push up" against the maxinumrate (and thus | ose
packets) without significant penalty. That is, every tinme that packet
transm ssi on exceeds the rate of the channel or receiver, the recovery
cost to retransmit the dropped packets is generally far |less than
retransmitting fromthe first dropped packet.

The interpacket gap is expressed in 1/32nd’ s of the MIU packet
transmission tine. The nininmuminterpacket gap is 0 and the maxi num gap
that can be described in the protocol is 8 packet times. This places a
linmt on the slowest receivers that can be efficiently used on a
network, at |east those handling rmulti-packet Requests and Responses.
This schene also linmits the granularity of adjustment. However, the
granularity is relative to the speed of the network, as opposed to an
absolute tine. For entities on different networks of significantly

di fferent speed, we assune the interconnecting gateways can buffer
packets to conpensate<2> Wth different network speeds and internedi ary
nodes subject to packet |oss, a node nust adjust the interpacket gap
based on packet loss. The interpacket gap paranmeter nay be of limted
use.

2.6. Security

VMIP provides an (optional) secure node that protects against the usua
security threats of peeking, inpostoring, nessage tanpering and replays.
Secure VMIP nust be used to guarantee any of the transport-Ievel
reliability properties unless it is guaranteed that there are no
intruders or agents that can nodify packets and update the packet
checksunms. That is, non-secure VMIP provides no guarantees in the
presence of an intelligent intruder.

The design closely follows that described by Birrell [1]. Authenticated
informati on about a renote entity, including an encryption/decryption
key, is obtained and nuintained using a VMIP managenent operation, the
aut henti cated Probe operation, which is executed as a non-secure VMIP
nmessage transaction. |f a server receives a secure Request for which
the server has no entity state, it sends a Probe request to the VMIP

<2> Gat eways nust al so enpl oy techniques to preserve or intelligently
nodify (if appropriate) the interpacket gaps. |In particular, they nust
be sure not to arbitrarily renove interpacket gaps as a result of their
forwardi ng of packets.
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managenent nodul e of the client, "challenging” it to provide an

aut henticator that both authenticates the client as being associ ated
with a particular principal as well as providing a key for
encryption/decryption. The principal can include a real and effective
principal, as used in UNIX <3>. Nanely, the real principal is the
princi pal on whose behalf the Request is being perforned whereas the
effective principal is the principal of the nodul e invoking the request
or renmote procedure call

Peeking is prevented by encrypting every Request and Response packet
with a working Key that is shared between Cient and Server

I npostoring and replays are detected by conparing the Transaction
identifier with that stored in the corresponding entity state record
(which is created and updated by VMIP as needed). Message tanpering is
detected by encryption of the packet including the Checksumfield. An
i ntruder cannot update the checksum after nodifying the packet wi thout
knowi ng the Key. The cost of fully encrypting a packet is close to the
cost of generating a cryptographic checksum (and of course, encryption
is needed in the general case), so there is no explicit provision for
crypt ographi ¢ checksum wi t hout packet encryption

A Cient determnes the Principal of the Server and acquires an

aut henticator for this Server and Principal using a higher |evel
protocol. The Server cannot decrypt the authenticator or the Request
packets unless it is in fact the Principal expected by the Cdient.

An encrypted VMIP packet is flagged by the EPG bit in the VMIP packet
header. Thus, encrypted packets are easily detected and denul tipl exed
fromunencrypted packets. An encrypted VMIP packet is entirely
encrypted except for the dient, Version, Donain, Length and Packet

Fl ags fields at the beginning of the packet. Cient identifiers can be
assi gned, changed and used to have no real nmeaning to an intruder or to
only comunicate public informati on (such as the host Internet address).
They are otherw se just a random neans of identification and
denul ti pl exi ng and do not therefore divulge any sensitive information.
Further secure neasures nust be taken at the network or data link |evels
if this information or traffic behavior is considered sensitive.

VMIP provides nultiple authentication domains as well as an encryption
qualifier to accommpdate different encryption algorithns and their

<3> Princi pal group nmenbership nmust be obtained, if needed, by a
hi gher | evel protocol.
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correspondi ng security/performance trade-offs. (See Appendix V.) A
separate key distribution and authentication protocol is required to

handl e generation and distribution of authenticators and keys. This

protocol can be inplenented on top of VMIP and can closely follow the
Birrell design as well.

Security is optional in the sense that nmessages nmay be secure or

non- secure, even between consecutive nmessage transactions fromthe sane
client. It is also optional in that VMIP clients and servers are not
required to inplenent secure VMIP (although they are required to respond
intelligently to attenpts to use secure VMIP). At worst, a dient may
fail to comunicate with a Server if the Server insists on secure
conmmuni cation and the Cient does not inplenent security or vice versa.
However, a failure to communicate in this case is necessary froma
security standpoint.

2.7. Miulticast

The Server entity identifier in a message transaction can identify an
entity group, in which case the Request is nmulticast to every Entity in
this group (on a best-efforts basis). The Request is retransmtted
until at | east one Response is received (or an error tineout occurs)
unless it is a datagram Request. The Cient can receive nultiple
Responses to the Request.

The VMIP service interface does not directly provide reliable nmulticast
because it is expensive to provide, rarely needed by applications, and
can be inplenented by applications using the multiple Response feature.
However, the protocol itself is adequate for reliable multicast using
positive acknow edgnents. In particular, a sophisticated di ent

i mpl ementation could maintain a Iist of nenbers for each entity group of
interest and retransnmit the Request until acknow edged by all menbers.
No nodi fications are required to the Server inplenentations.

VMIP supports a sinple formof subgroup addressing. |If the CRE bit is
set in a Request, the Request is delivered to the subgroup of entities
in the Server group that are co-resident with one or nore entities in
the group (or individual entity) identified by the CoresidentEntity
field of the Request. This is commonly used to send to the manager
entity for a particular entity, where Server specifies the group of such
managers. Co-resident neans "using the same VMIP nodul e”, and |ogically
on the same network host. In particular, a Probe request can be sent to
the particular VMIP managenent nodul e for an entity by specifying the
VMIP managenent group as the Server and the entity in question as the
CoResi dentEntity.
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As an experinmental aspect of the protocol, VMIP supports the Server
sendi ng a group Response which is sent to the Client as well as nenbers
of the destination group of Servers to which the original Request was
sent. The MDG bit indicates whether the Client is a nenber of this
group, allowi ng the Server nodule to determ ne whether separately
addressed packet groups are required to send the Response to both the
Cient and the Server group. Nornally, a Server accepts a group
Response only if it has received the Request and not yet responded to
the dient. Also, the Server nust explicitly indicate it wants to
accept group Responses. Logically, this facility is anal ogous to
responding to a mail nessage sent to a distribution list by sending a
copy of the Response to the distribution |ist.

2.8. Real -tine Conmuni cati on

VMIP provides three forms of support for real-time comrunication, in
addition to its standard facilities, which make it applicable to a wi de
range of real-tinme applications. First, a priority is transnmitted in
each Request and Response which governs the priority of its handling.
The priority levels are intended to correspond roughly to:

- urgent/energency.
- i nportant

- nor mal

- background.

with additional gradations for each level. The interpretation and
i mpl ementation of these priority levels is otherw se host-specific, e.qg.
the assignment to host processing priorities.

Second, datagram Requests allow the Cient to send a datagramto anot her
entity or entity group using the VMIP nam ng, transm ssion and delivery
mechani sm but w thout bl ocking, retransm ssions or acknow edgnent.

(The client can still request acknow edgnent using the APG bit although
the Server does not expect missing portions of a nulti-packet datagram
Request to be retransmitted even if sone are not received.) A datagram
Request in non-streanmed node supersedes all previous Requests fromthe
same Client. A datagram Request in stream node is queued (if necessary)
after previous datagram Requests on the sane stream (See Section
2.11.)

Finally, VMIP provides several control bit flags to nodify the handling
of Requests and Responses for real-tine requirenents. First, the
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condi ti onal nessage delivery (CVMD) flag causes a Request to be discarded
if the recipient is not waiting for it when it arrives, simlarly for
the Response. This option allows a client to send a Request that is
contingent on the server being able to process it imediately. The
header checksumonly (HCO flag indicates that the checksum has been

cal cul ated only on the VMIP header and not on the data segment.
Applications such as voice and video can avoid the overhead of

cal cul ating the checksum on data whose utility is insensitive to typical
bit errors without [osing protection on the header information.

Finally, the No Retransmi ssion (NRT) flag indicates that the recipient
of a nessage should not ask for retransmission if part of the nessage is
nm ssing but rather either use what was received or discard it.

None of these facilities introduce new protocol states. |In fact, the
total processing overhead in the normal case is a bit flag test for CMD,
HCO or NRT plus assignment of priority on packet transm ssion and
reception. (In fact, CVD and NRT are not tested in the normal case.)
The additional code conplexity is mnimal. W feel that the overhead
for providing these real-tine facilities is mniml and that these
facilities are both inportant and adequate for a wi de class of real-tine
applications.

Several of the normal facilities of VMIP appear useful for real-tine
applications. First, nulticast is useful for distributed, replicated
(fault-tolerant) real-tinme applications, allowi ng efficient state query
and update for (for exanple) sensors and control state. Second, the DGM
or idenpotent flag for Responses has sonme real-tinme benefits, nanely: a
Request is redone to get the |atest val ues when the Response is |ost,
rather than just returning the old values. The desirability of this
behavior is illustrated by considering a request for the current tine of
day. An idenpotent handling of this request gives better accuracy in
returning the current time in the case that a retransmssion is
necessary. Finally, the request-response senmantics (in the absence of
streani ng) of each new Request froma Cient terminating the previous
nessage transactions fromthat Cdient, if any, provides the "nobst recent
is nost inportant” handling of processing that nost real-tine
applications require.

In general, a key design goal of VMIP was provide an efficient
gener al - purpose transport protocol with the features required for

real -time comruni cation. Further experience is required to determ ne
whet her this goal has been achi eved.
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2.9. Forwarded Message Transactions

A Server may invoke another Server to handle a Request. It is fairly
common for the invocation of the second Server to be the |ast action
perforned by the first Server as part of handling the Request. For
exanmpl e, the original Server may function primarily to select a process
to handl e the Request. Also, the Server may sinply check the

aut hori zati on on the Request. Describing this situation in the context
of RPC, a nested renpte procedure call may be the last action in the
renote procedure and the return paraneters are exactly those of the
nested call. (This situation is analogous to tail recursion.)

As an optim zation to support this case, VMIP provides a Forward
operation that allows the server to send the nested Request to the other
server and have this other server respond directly to the dient.

If the nmessage transaction being forwarded was not rnulticast, not secure
or the two Servers are the sane principal and the ForwardCount of the
Request is less than the maxi mum forward count of 15, the Forward
operation is inplenented by the Server sending a Request onto the next
Server with the forwarded Request identified by the sane Cient and
Transaction as the original Request and a ForwardCount one greater than
the Request received fromthe Cient. 1In this case, the new Server
responds directly to the Cient. A forwarded Request is illustrated in
the followi ng figure.

R R +  Request L +
| dient +---------------- >| Server 1 |
S + SN, +
" I
| | forwarded Request
| \Y
| Response SRR +
e | Server 2 |
SN, +

If the nessage transacti on does not neet the above requirenents, the
Server’s VMIP nodul e i ssues a nested call and sinply maps the returned
Response to a Response to original Request without further Server-I|eve
processing. |In this case, the only optimzation over a user-|evel
nested call is one fewer VMIP service operation; the VMIP nodul e handl es
the return to the invoking call directly. The Server nmay al so use this
form of forwardi ng when the Request is part of a stream of nessage
transactions. Qherwise, it nmust wait until the forwarded nmessage
transaction conpl etes before proceeding with the subsequent nessage
transactions in the stream

Cheriton [ page 24]



RFC 1045 VMIP February 1988

I mpl enent ati on of the user-level Forward operation is optional,
dependi ng on whether the server nmodules require this facility. Handling
an incom ng forwarded Request is a mnor nodification of handling a
normal incom ng Request. In particular, it is only necessary to exam ne
the ForwardCount field when the Transaction of the Request matches that
of the last nessage transaction received fromthe dient. Thus, the
addi tional conplexity in the VMIP nodul e for the required forwarding
support is mnimal; the conplexity is concentrated in providing a highly
optim zed user-level Forward primitive, and that is optional

2.10. VMIP Managenent

VMIP managenent includes operations for creating, deleting, nodifying
and querying VMIP entities and entity groups. VMIP managenent is
logically inplemented by a VMIP managenent server nodule that is invoked
usi ng a nessage transacti on addressed to the Server, VMIP_MANAGER GROUP
a wel |l -known group entity identifier, in conjunction wth Coresident
Entity nmechanismintroduced in Section 2.7. A particular Request may
address the | ocal nodule, the nodul e nanaging a particular entity, the
set of nodul es managi ng those entities contained in a specific group or
al | managenent nodul es, as appropriate.

The VMIP managenent procedures are specified in Appendix |11

2.11. Streanmed Message Transactions

Streaned nmessage transactions refer to two or nore nessage transactions
initiated by a Client before it receives the response to the first
nmessage transaction, with each transaction bei ng processed and responded
to in order but asynchronous relative to the initiation of the
transactions. A Cdient streans nessages transactions, and thereby has
nmul ti pl e message transacti ons outstandi ng, by sending themas part of a
single run of message transactions. A run of nessage transactions is a
sequence of nessage transactions with the sanme Cient and Server and
consecutive Transaction identifiers, with all but the first and | ast
Request s and Responses flagged with the NSR (Not Start Run) and NER
(Not End Run) <control bits. (Conversely, the first Request and
Response does not have the NSR set and the | ast Request and Response
does not have the NER bit set.) The nessage transactions in a run use
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consecutive transaction identifiers (except if the STI bit <4> is used
in one, in which case the transaction identifier for the next message
transaction is 256 greater, rather than 1).

The Cient retains a record for each outstanding transaction until it
gets a Response or is timed out in error. The record provides the
information required to retransmt the Request. On retransm ssion
timeout, the client retransmits the |ast Request for which it has not
recei ved a Response the sanme as is done with non-streamed comuni cation
(I.e. there need be only one tineout for all the outstandi ng nessage
transactions associated with a single client.)

The consecutive transaction identifiers within a run of nessage
transactions are used as sequence nunbers for error control. The Server
handl es each nessage transaction in the sequence specified by its
transaction identifier. When it receives a nmessage transaction that is
not marked as the beginning of a run, it checks that it previously

recei ved a nessage transaction with the predecessor transaction
identifier, either 1 less than the current one or 256 less if the
previous one had the STI bit set. |If not, the Server sends a

Noti fyVntpClient operation to the Cient’s nanager indicating either:
(1) the first nessage transaction was not fully received, or else (2) it
has no record of the |l ast one received. |If the NRT control flag is set,
it does not await nor expect retransni ssion but proceeds with handling
this Request. This flag is used primarily when datagram Requests are
used as part of a stream of nessage transactions. |f NRT was not
specified, the Cient nust retransmt fromthe first nessage transaction
not fully received (either at all or in part) before the Server can
proceed with handling this run of Requests or else restart the run of
nmessage transactions.

The Cdient expects to receive the Responses in a consecutive sequence,
using the Transaction identifier to detect nissing Responses. Thus, the
Server nmust return Responses in sequence except possibly for sone gaps,
as follows. The Server can specify in the PGcount field in a Response,
the nunber of consecutively previous Responses that this Response

<4> The STl bit is used by the Client to effectively allocate 255
transaction identifiers for use by the Server in returning a | arge
Response or stream of Responses.
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corresponds to, up to a maximum of 255 previous Responses <5>. Thus,
for exanple, a Response with Transaction identifier 46 and PGcount 3
represents Responses 43, 44, 45 and 46. This facility allows the Server
to elimnate sending Responses to Requests that require no Response,
effectively batching the Responses into one. It also allows the Server
to effectively maintain strictly consecutive sequenci ng when the Cdient
has ski pped 256 Transaction identifiers using the STI bit and the Server
does not have that many Responses to return

If the Cient receives a Response that is not consecutive, it
retransmts the Request(s) for which the Response(s) is/are m ssing
(unl ess, of course, the correspondi ng Requests were sent as datagramns).
The dient should wait at the end of a run of nmessage transactions for
the last one to conplete.

When a Server receives a Request with the NSR bit clear and a higher
transaction identifier than it currently has for the dient, it

termi nates all processing and di scards Responses associated with the
previ ous Requests. Thus, a stream of nessage transactions is

ef fectively aborted by starting a newrun, even if the Server was in the
m ddl e of handling the previous run.

Using a m xture of datagram and normal Requests as part of a stream of
nmessage transactions, particularly with the use of the NRT bit, can | ead
to conpl ex behavi or under packet loss. It is recommended that a run of
nessage transactions be all of one type to avoid problens, i.e. al

normal or all datagrans. Finally, when a Server forwards a Request that
is part of a run, it nust suspend further processing of the subsequent
Requests until the forwarded Request has been handl ed, to preserve order
of processing. The sinplest handling of this situation is to use a real
nested call when forwarding with streaned nessage transactions.

Fl ow control of streaned nmessage transactions relies on rate control at
the dient plus receipt (or non-receipt) of managenent notify operations
i ndicating the presence of overrunning. A Cdient nmust reduce the nunber
of outstandi ng nmessage transactions at the Server when it receives a
Noti fyVnt pServer operation with the MSGTRANS OVERFLOW ResponseCode. The
transact paraneter indicates the |ast packet group that was accepted.

<5> PCcount actually corresponds to 